Report of Findings

File 6100-03063

Complaint under the Personal Information Protection and Electronic Documents

Act (the Act

1.

The complainant alleges that Bell Sympatico (Bell) uses Deep Packet Inspection
(DPI) technology during Internet transmissions to collect and use personal
information from its customers without their consent.

The complainant also claims that this practice collects more personal information
than is necessary to fulfill the company’s stated purposes of ensuring network
integrity and quality of service.

The complainant alleges as well that Bell does not adequately inform its
customers of its practices and policies concerning the collection of their personal
information during Internet transmissions.

Summary of Investigation

Overview: What is DP| and how is it used?

4. DPlis a tool used by Internet service providers (ISPs) to view information

transmitted on the Internet (e.g. from e-mails, downloads, uploads) in order to
manage the ISPs’ network traffic.

Information is transmitted via the Internet using a protocol that breaks information
into packets, routes that information to its destination and reassembles the
information in the packets into the original content. The content (or “payload”) is
the user-generated information (such as e-mail content) that is surrounded by
several layers of control information to ensure proper handling and routing.

DPI has the capacity to see through and inspect these many protocol layers. For
example, viewing down to the application layer of a packet—the layer directly
above the payload—allows an ISP to determine the type of software application
that is being used to transmit the packet. Depending on the particular method
that an ISP adopts, being able to isolate and identify application information can
be useful to the ISP’s ability to manage its network traffic and reduce the traffic
congestion that its clients can experience on the Internet. Some software

applications are heavy users of bandwidth and are designed to use available
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capacity in the network in order to transmit their information. E-mail is typically a
small consumer of bandwidth, while the file sharing and Peer-to-Peer (P2P)
applications are large users. Applications that are often used for music and
movie file sharing between computers can consume a great deal of capacity and
“slow down” other Internet traffic.

Each packet layer also has its own header, one of its functions being a marker
that identifies the layer and differentiates it from all surrounding layers. These
headers are sometimes referred to as “protocol headers”.

DPI cannot be considered new technology. DPI has been used in the past as the
integral part of an intrusion prevention system, an intrusion detection system or
with traditional firewall technology. Thus, DPI can be beneficial to a user as a
security aid. What is new, however, is how it is currently being employed by Bell
and other ISPs in traffic management.

Why does Bell deem it necessary to use DPI?

9.

10.

1.

In its representations, Bell claims that the amount of traffic specifically using
Peer-to-Peer (P2P) applications is causing undue congestion on its network; this
represents a threat to the network and degrades Internet service to its clients by
slowing service, especially during peak Internet usage periods.

Bell contends that its use of DPI as part of its Internet traffic-management
solution to congestion problems during peak periods has been restricted to
targeting only P2P file-sharing applications. According to Bell, peak periods occur
between 4:30 p.m. and 2:00 a.m. During this time, the upload and download
rates of speed for P2P transmissions are gradually decreased at the beginning of
the period and then gradually increased towards the end of a peak period.

This Office’s investigation confirmed that the use of P2P applications to transmit
content through the Internet does increase network traffic (i.e. consume more
bandwidth) than other client-server applications and that the widespread
phenomenon of congestion in networks is largely caused by user downloads or
computer-to-computer file sharing using P2P applications. Relying on traffic-
management tools such as DPI is one means, among several, by which ISPs can
optimize network traffic flow.
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Who is targeted by Bell's use of DPI?

12.

Bell advised that it carries Internet traffic for its Sympatico subscribers, as well as
Internet traffic on a wholesale basis for smaller competing ISPs, and that the
traffic of both Sympatico and wholesale customers has been subject to traffic
management using DPL.

What can DP| examine?

13.

14.

15.

According to the complainant, DPI is also able to examine the user-generated
content of a data packet. One source that the complainant cites names a firm
that purportedly uses DPI to look inside packets and reassemble fragmented
information. In so doing, the firm can re-create from Internet traffic a readable
record of e-mails, web browsing activity, Voice-over-Internet protocol (VolP) calls
and passwords.

The complainant also cites a news release of another firm, involved in the
designing of traffic-management tools based on DPI technology. The news
release informs how its own product provides “...reports on subscriber and
application usage to enable effective service marketing based on real subscriber
behavior data.” An industry analyst is quoted as saying that “...this kind of
technology can provide an invaluable tool for marketing executives.”

Our investigation was able to confirm that DPI can examine the following:

e  Most popular services or applications (P2P, VolP, on-line games, e-mail,
video...)

e  Subscriber usage patterns (by using the Internet Protocol [IP] address of
a computer)

e Application usage patterns

e Competing services and their presence on the network (e.g. amount of
VolP traffic)

. Malicious traffic on the network
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16. Moreover, although DP! was designed to look within the application header of a
packet or traffic stream, our investigation confirmed that it is possible to use
certain DPI technology to look further and examine the payloads of packets being
sent (e.g. e-mail, on-line games, video). This content can contain personal
information, such as photo images, and financial and contact information.

How does Bell use DPI?

17. Bell stressed that its use of DPI does not extend to other applications (e.g.
streaming applications such as Internet radio or YouTube).

18. Our investigation examined, in detail, Bell's submission to the Canadian Radio-
Television and Telecommunications Commission (CRTC). It made the following
claims:

By design, the DPI devices deployed in Bell Canada’s network do not:
° use any personal identification information of an individual user;
. store or log any personally identifiable information;

) have specific knowledge of a user’s real identity;

. have knowledge of a user's URL browsing history;

. have knowledge of a user’s Internet search activity;

. have knowledge of a user’s email topics or content;

. store content accessed by a user;

. cache any content, including user-specific content, whatsoever,

. capture and playback any communications exchange; or install or require any
specific software on user machines

19. In its representations, Bell claims that the DPI devices deployed in its network
are not configured to distinguish types of customer content contained in packets.
Bell asserts that it is not using DP! for user-generated content inspection, but
rather for flow classification.
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